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Individuals enjoy privacy when they have the power to 
control information about themselves and when they 
have exercised that power consistent with their interests 
and values. 

But while most of the debate about privacy has been 
focused on privacy with regard to private companies, 
government poses a much greater threat to privacy. In 
terms of privacy, the public sector and the private sector 
are worlds apart.

Because of governments’ unique powers, the issue of 
privacy from government is of a much more critical 
nature than privacy from companies. Governments can 
invade privacy by taking and using personal information 
against the will of individuals. Private companies can-
not get information from people who refuse to share it. 
Moving beyond privacy, governments can knock down 
doors, audit people’s fi nances, break up families, and 

throw people in jail. A bright line should separate our 
contemplation of privacy from government and privacy 
in the private sector.

DIFFERENT POWERS, DIFFERENT INCENTIVES

Governments and businesses operate in entirely diff erent 
legal environments and have entirely diff erent incentives 
when they collect and use personal information. 

Governments take and use information by force of law. 
Th ey must be hemmed in by rules aimed at privacy (and 
related interests) because they lack the incentives to do 
so on their own. In the marketplace, on the other hand, 
good information practices are good business. Com-
panies are in the business of pleasing their customers. 
Consumer dollars pressure companies toward privacy 
protection on the terms consumers want.
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Synopsis:  While most of 
the debate about privacy has 
been focused on the private 
sector, because of govern-
ment’s unique powers, the 
issue of privacy from govern-
ment is much more critical. 
Governments can take and 
use personal information, 
knock down doors, audit 
fi nances, break up families 
and throw people in jail. A 
bright line should separate 
our concerns about privacy 
from government and pri-
vacy in the private sector.



Governments: 
Taking and Using Information by Law
When a federal agency like the Internal Revenue Ser-
vice wants personal information, it has an easy option. 
It demands the information from taxpayers and busi-
nesses under penalty of law. Annual income tax forms 
and various information collections throughout the year 
are a treasure trove of information for the IRS. Govern-
ments take information by law, giving citizens no right 
to opt out.

And their information demands are substantial. Not 
only tax forms, but applications for licenses, permits, 
and benefi ts of all kinds come laden with require-
ments to hand over information. Employers, banks, 
and investment houses have been conscripted to collect 
information about Americans and turn it over to the 
government too, as required by law.

Governments can change how information may be 
used. When information is collected by governments 
with promises of confi dentiality, those promises are not 
a contract but a naked assertion about an unpredictable 
future. Governments can make new uses of data they 
hold if a new law or regulation is passed—regardless of 
what they have promised. In many cases, U.S. federal 
agencies can make new uses and new disclosures of data 
merely by stating in the Federal Register that they are 
doing so. 

When a government agency violates the rules about 
information, the penalties are minimal. An agency may 
suff er bad press if lax security leads to a privacy debacle, 
but its funding continues—or even increases to fi x the 
problem. When U.S. federal agencies have tripped over 
the extremely low hurdles of the Privacy Act and suf-
fered lawsuits, no capital has been at risk. Courts have 
minimized government payouts, but if they ever come 
due, they will be just another cost of governing, appro-
priated by Congress out of taxpayer dollars, and having 
no infl uence on the agency’s bottom line.

Business: 
Hemmed in by Markets and Law

For businesses, information practices can directly aff ect 
the balance sheet. Businesses have no legal power to 
take information from consumers. Th ey must bargain 
for it, constantly seeking information from customers so 
that they can tailor their products and pitches to serve 
consumers better. If they demand too much customer 
information, they risk losing business, profi t, and value 
for shareholders.

Businesses trade data among themselves, but the exis-
tence of markets for personal information does not prove 
that “people have no privacy.” Rather, it shows that 
businesses value information. If they do not use it to 
benefi t their customers, they are wasting an investment. 
Businesses do not succeed by abandoning customer 
information to their competitors or by maintaining poor 
security practices that allow information to leak out.

Likewise, private entities are swarmed by sanctions if 
they invade privacy or fail to adopt proper security pro-
cedures. Customers can simply choose to do business 
elsewhere if they fi nd a company’s information practices 
to be invasive or objectionable. Anyone that publicizes 
private embarrassing information can be sued under 
state common law. A company that collects, uses, or 
shares personal information in violation of its privacy 
policy or other contractual promises can be sued for 
damages by individuals. It can also be charged with 
deception by the Federal Trade Commission and state 
attorneys general. Just the hint of unpopular infor-
mation practices—even a security mistake that raises 
privacy questions—can hurt a company’s reputation, 
sully its brand name, and drive new and existing 
customers away. All these threats go directly to the 
bottom line.

Good information practices are good business. Win-
ning businesses collect and use information aggressively 
to benefi t consumers, while striving to avoid privacy 
problems. Governments, meanwhile, are relatively indif-
ferent to privacy. Th ey lumber forward whether or not 
their actions are in tune with the privacy preferences            
of citizens.

THE RESULTS: PRIVACY-INVASIVE GOVERNMENT, 
PRIVACY-PROTECTIVE BUSINESS

Because they face diff erent legal regimes and diff erent 
incentive structures, governments and businesses treat 
personal information diff erently. Th e rapid advance of 
the Information Age has certainly exposed and created 
fl aws in corporate information practices, but govern-
ments are and will be the greater, more persistent threat 
to privacy and related interests.

Governments: 
Demanding, Careless, Expanding and Abusive

Not surprisingly, government agencies make many 
demands for personal information, have notoriously 
lax security, and are constantly building, growing, and 



combining databases of personal information. Govern-
ments have used information abusively both historically 
and in the recent past.

Government demands for information and new uses of 
information are constant. As discussed above, each pro-
gram and agency that serves or acts on people demands 
information about them to do so. Once government 
agencies have that information, they redeploy it con-
stantly. Th e Federal Register contains announcements 
every day of new “routine uses” that U.S. federal agen-
cies are making of Americans’ personal information.

Lax security practices threaten the privacy of 
information held by governments. Th e Veterans Admin-
istration’s computer system provides a premier example. 
Th e VA has reams of highly personal medical infor-
mation about thousands of American servicemen and 
women, and their families. In late 2000, congressional 
hearings and inquiries revealed that hackers could access 
all of the information without the VA even knowing it. 
Its own employees sued it for Privacy Act violations.

Government demands for information continue 
unabated. Federal data mining programs such as the 
Total Information Awareness program at the Depart-
ment of Defense and CAPPS II at the Transportation 
Security Administration are just two examples of federal 
agencies’ headlong, legally privileged foray into maxi-
mum nonconsensual use of Americans’ personal data. 
Offi  cially discontinued, these programs have reincar-
nated themselves behind the secrecy wall (TIA) and 
have been repackaged as “trusted traveler” programs.

Over the long run, government abuses of personal 
information are routine. In World War II, the federal 
government used census data to round up and intern 
Americans of Japanese ancestry. In the 70’s, the Church 
Committee found that the FBI had used electronic 
surveillance on Dr. Martin Luther King, Jr., Congress-
man Harold Cooley, dissident groups, and many others. 
IRS agents have routinely browsed fi les to learn per-
sonal information about ex-spouses, neighbors, and 
even movie stars. Until 1998, there was no law against 
“browsing” by IRS employees, and the technical rules 
against it were poorly enforced.

And if the U.S. government, which is at least account-
able in some way to its citizens, has so much potential 
to abuse privacy, imagine the even greater potential of 
foreign governments to abuse the privacy of U.S. citi-
zens. Yet that is exactly what European governments, 

the Organization for Economic Cooperation and Devel-
opment, and some American politicians push in their 
attempt to rid the world of “tax havens.” Free exchange 
among governments (including many undemocratic 
governments) of tax, banking, credit card and other 
information on individuals throughout the world would 
be devastating for privacy and liberty.

Business: 
Hungry, Careful, Responsive, and Sensitive

Like governments, businesses are hungry for personal 
information, and they are far from perfect in their infor-
mation husbandry. But, as discussed above, they cannot 
get their fi ll just by demanding it. Th ey have to coax it 
from consumers or buy it from each other. When they 
have it, they must protect it like any other property.

Privacy and, more often, security breaches do occur, but 
millions of transactions occur daily with no breach of 
privacy or security. If contentedness were newsworthy, 
there would be story after story of consumers being sat-
isfi ed by benefi cial uses of information about them. 

Businesses are extremely responsive when privacy 
concerns are raised. At the outset of the modern pri-
vacy debate, online advertising company DoubleClick 
famously announced a plan to combine online and 
offl  ine consumer information. It was swarmed with 
adverse public reaction and determined not to imple-
ment the plan. Radio Frequency Identifi cation tags 
(RFID) were the source of much privacy concern for a 
period when retailers proposed to use them for track-
ing merchandise in stores. But they have not seen mass 
adoption because the benefi ts did not match the costs, 
including privacy costs to consumers, perceived or real. 
Th ere are lessons here when anti-commercial activists 
tout the latest technology or business practice as the 
death of privacy.

Companies today are constantly following public debate 
and comparing notes to be sure that their information 
practices fi t into the mainstream. Time and again, com-
panies quietly turn away from privacy practices that they 
recognize as raising consumer hacklers. A single privacy 
mistake—even a security mistake that raises privacy 
questions—can hurt a company’s reputation, sully its 
brand name, and drive new and existing customers away.



CONCLUSION

Between government and the private sector, govern-
ment is the clearest threat to privacy. Governments have 
the power to take information from people and use it in 
ways that are objectionable or harmful. Th is is a power 
that no business has: People can always turn away from 
businesses that do not satisfy their demands for privacy.

Privacy advocates and concerned citizens should be far 
more concerned about governments as potential abusers 
of privacy.
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