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Technologists (or those trying to infl uence tech-
nologists on a question of policy) often make 
mountains out of molehills, while at the same time 
ignoring the real mountains. And this makes those 
technologists ineff ective during the formulation of 
policies that directly aff ect technology, the very time 
when their expertise would be valuable.

Th is is illustrated by two papers, “Unintended Con-
sequences, Seven Years under the DMCA” from 
the Electronic Frontier Foundation (EFF),1 and 
“Circumventing Competition: Th e Perverse Conse-
quences of the Digital Millennium Copyright Act” 
by Timothy Lee and published by the Cato Insti-
tute.2 Both continue the criticism of the DMCA 
before and since its enactment in 1998, attempting 
to rally technologists against the DMCA.

Rather than making a point-by-point commentary 
on the two papers, it is perhaps more worthwhile 
to examine what the papers reveal about their au-
thors and the technologists who might resonate 
with their arguments.

THE REAL “UNINTENDED CONSEQUENCE”

Th e real “unintended consequence” of the EFF pa-
per is to illustrate how little real harm the DMCA 
has caused. Th e fi rst version of the paper,3 which 
covered the fi rst three years under the DMCA, re-
ported eighteen diff erent episodes, relating to the 
Act, or six per year. (Really only seventeen, since it 
lists one thing twice: “Dimity Sklyarov Arrested” 
and “Advanced e-Book Processor and e-Books.”)  
Many of these episodes are simply people appre-
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hensive about the DMCA, some entail speculation 
about its eff ect, and some episodes are certainly 
not “unintended” since stopping things like the 
distribution of the DeCSS program was a goal of 
the DMCA.

Th e next year, six new episodes are noted, half of 
them people concerned about the DMCA even 
though nobody was actually threatening them. Dur-
ing year fi ve, fi ve new episodes are noted, including 
an ex-contractor sued for unauthorized access to a 
company’s computers and two students who broke 
open a college’s debit card reader. In years six and 
seven, nine new episodes are reported, or 4.5 per 
year, continuing the downward yearly trend despite 
the EFF trying to include anything even distantly 
related to the DMCA. At least half of those were 
businesses trying to use the DMCA in disputes with 
their competitors.

Th e Cato paper simply parrots some of the episodes 
in the EFF paper.

RAMPANT PROBLEMS IGNORED

Th ere should be no question in anybody’s mind 
that there is rampant copyright infringement in the 
digital world.4 But the EFF paper ignores that in-
convenient truth, and the Cato paper, while claim-
ing to be “striking a balance,” treats this staggering 
problem more as paranoia on the part of entrenched 
copyright owners.

It is easy to understand why academics and orga-
nizations like EFF that are opposed to the DMCA 
want to “rabble-rouse” by painting the darkest pic-
ture they can, building their reputations in the pro-
cess. But it is much harder to understand why peo-
ple who must know about the widespread copyright 
infringement still fi nd the stories so compelling.

A clue to why this is can be found in a paper by 
Jon Peha,5 a technologist who also worked as a 
Congressional staff er. He notes that technolo-
gists and policymakers exist in “two worlds, two 
cultures” when it comes to viewing a problem and 
developing a solution. In particular, he notes that 
“When technologists see both good and bad in a 
policy proposal, they tend to attack it” because they 
have lost sight of the big picture or ignore politi-
cal constraints on solutions. It is even worse when 
technologists are fed a diet of only the bad, as in 
the EFF and Cato papers.

Computer programmers and other system develop-
ers appear particularly prone to elevating rare or 
hypothetical problems to prominence. It’s part of 
their normal activities. To develop a robust system, 
one has to consider conditions that will be extremely 
rare, and make sure that system behaves correctly. An 
anomaly brought to their attention, or thought up by 
them, is as real as something that occurs with regular-
ity since both must be addressed in their system.

CRYSTAL BALLS ALWAYS SHOWING DOOM

In 1997, the chair of ACM’s public policy commit-
tee wrote6 to President Clinton asking him to veto 
the No Electronic Th eft (NET) Act,7 a law that 
made it criminal copyright infringement if it was 
willful and over a statutory threshold. In it, she pre-
dicted that the bill may “restrict scientists and other 
professionals from making their research available 
on the Internet,” “criminalize the transfer of infor-
mation that is currently protected under the U.S. 
‘fair use’ doctrine,” and “chill free speech in univer-
sities and research labs.” President Clinton did not 
veto the bill, and in the almost nine years since the 
NET Act has been law, we have seen none of the 
problems that she predicted.

Th ere is nothing unique about ACM’s letter. Other 
opponents of the NET Act predicted that it would 
result in widespread prosecutions. But charges 
brought under the NET Act have been few and 
aimed at groups like “Pirates with Attitude,” a 
group that had conspired to infringe the copyrights 
of thousands of commercial software programs.

Yet we continue to see similar predictions being 
made, often by the same people whose predictions 
have not met the test of time. When the Induce Act 
was introduced in June 2004, there was no short-
age of predictions about how imposing liability on 
those who intentionally induce copyright infringe-
ment would, at the very least, “chill technology.” 
A year later, on June 27, 2005, the Supreme Court 
did what the Induce Act had proposed.8 Since that 
decision, little change has resulted except for those 
companies whose business plans were predicated on 
widespread copyright infringement of their users.

CHILLING INNOVATION

Th e predictions bemoan the curtailment of pri-
vacy, anonymity, free speech, or fair use, with little 
or no explanation that these are just shorthand 

2



terms for complex concepts fl eshed out in hun-
dreds of court decisions, rather than absolutes that 
must never be touched. Th e buzzword du jour is du jour is du jour
“innovation,” which will be “chilled” by just about 
anything done to rein in the current widespread 
copyright infringement.

But not all innovation is good. Th ere is little of 
value in the spam so common on the Internet to-
day. Most people consider it a defi nite negative. 
Yet when lawyers Canter and Siegel plugged their 
immigration law services to virtually every Usenet 
newsgroup, they created a new and inexpensive 
way of reaching (and annoying) millions of people 
with dubious advertising.9 As people tried to stop 
spamming, other “innovations” came along, such as 
programs to generate extraneous content to avoid 
fi lters, directing messages through open mail relays, 
and installing malware on computers so that they 
wait like zombies for their master to use them to 
send out spam.

Kazaa was developed as a replacement for Napster 
after the court shut down that system. Its “innova-
tion” was foisting the directory service onto the us-
ers, since Napster lost in court because it operated 
that service. Other “fi le sharing” systems contain 
“innovations” that allow them to function despite a 
company using a fi rewall to protect its internal net-
work, resulting in sensitive material going outside 
the company network.

Certainly some innovation deserves chilling, if 
only so that legitimate innovators aren’t hurt. In an 
amicus brief to the Supreme Court in the Grokster
case, the now-legal Napster indicated that having 
free-riding competitors makes it diffi  cult for it to 
develop a system that would compensate the owners 
of the copyrighted songs.10 Developers need to give 
a little thought to the consequences of what they 
are doing, whether from a sense of responsibility or 
concern caused by some perceived chill.

But perhaps most of the chilling eff ects of the 
DMCA do not come from the legislation, but the 
scare stories told by its opponents. A few stories 
are repeated (and sometimes embellished) until 
they reach mythic proportions, because there are 
few other examples available. If somebody has the 
temerity to say that there might be another side to 
the story and one should look at the facts, the out-
rage is deafening.

Th ere are unintended consequences of spreading 
such stories. Th ey make the DMCA a convenient 
boogie man to scare people, hiding under the bed 
waiting to get them. And that will chill innovation that will chill innovation that
much more than the law itself.

ONLY TECHNICAL SOLUTIONS?

Too often, technologists look only to technology 
to solve a problem. Th is should not be surprising, 
since that is their realm of expertise. And if there is 
not a perfect technical solution available, then any 
other solution is problematic no matter how benefi -
cial it might be.

A scare story from Stanford University law professor 
Lawrence Lessig is illustrative. To address the prob-
lem of people bringing camcorders into movie the-
aters and recording a hit movie, later to distribute it 
on the Internet, the movie industry has been push-
ing for a system where the camcorder senses that it 
is recording a commercial movie and shuts down. 
Ignoring whether such a thing could actually work, 
Lessig and other critics concentrate on the rare in-
stances where it could cause a problem and not the 
known bad acts it is trying to stop.

He talks about “taking a movie of your kid tak-
ing his fi rst steps … like a home movie of his kid 
taking his fi rst steps, you are panning across the 
living room as he is taking his steps and in the back-
ground there is a HBO movie with one of these 
little signals in it that says it’s copyright infringe-
ment going on when you are fi lming this particular 
movie and then what happens is your camera shuts 
down and we don’t have in the law right now a clear 
right to break the technology in order to engage in 
fair use rights.”11

Th e likelihood of that happening is dramatically 
less than the certainty that people are using cam-
corders in movie theaters and distributing what 
they record on the Internet. Th ere is little thought 
of balance in the discussion. Again, “When tech-
nologists see both good and bad in a policy pro-
posal, they tend to attack it.”

A LITTLE LAW CAN HELP

Technologists seldom consider how laws can actu-
ally help solve a problem. Law is not a familiar area 
to most of them, legislation is never written with 
the precision of a computer program, and the art of 
compromise is often uncommon for technologists.
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Yet legislation, in cooperation with technology, can 
often provide a helpful, albeit imperfect, solution to 
real problems. Th e anticircumvention provisions of 
the DMCA,12 and in particular the restrictions on 
traffi  cking in circumvention technology, provide a 
good example. Th ose provisions clearly will not stop 
the availability of circumvention tools for those who 
desire them and who are willing to put in the eff ort to 
fi nd them. But that does not mean those provisions 
are a failure because they do remove circumvention 
devices from software or electronics stores, where their 
availability would be seen as an endorsement of their 
legitimacy, even when they contain warnings about 
how their use could be illegal.

What the DMCA traffi  cking provisions do is provide 
a break in what could be a cycle that could hurt new 
technology. Consider the DVD. When it was being 
developed as a replacement for movie videotapes, 
the movie industry had a legitimate concern that 
copying could be more problematic than for tapes, 
because with digital recording each copy is a perfect 
reproduction, so the quality of a copy of a copy is the 
same as the original.

Th ey included an encryption system to stop copy-
ing. In due time, the protection system was cracked. 
If we were only looking at technologic solutions, it 
would be necessary for the movie industry to come 
up with another mechanism for their new releases. 
Without the DMCA, there would be no restric-
tion on the marketing of DVD player software that 
included the capability of copying the decrypted 
movie to a hard disk.13

But going to a new protection mechanism would 
mean current DVD players would not be able to 
play those new releases. It is unlikely that DVD 
players would have reached their unprecedented 
popularity if purchasers saw that they would have 
to buy a new player every few months to see the lat-
est movies. But because of the DMCA traffi  cking 
provisions, the tools for cracking the original pro-
tection mechanism didn’t make it into mainstream 
distribution channels such as retail stores or as an 
option on software DVD players, and so the indus-
try could continue using it and not render obsolete 
the millions of current DVD players.

It should be no surprise that the DMCA provisions 
don’t stop all circumvention devices. It is hard to 
think of any law that completely stops its prohib-
ited behavior. People sell bootleg copies of CDs 
and DVDs, as well as knockoff s of famous watches, 

handbags, and clothing on the street. People still 
rob and kill, even though there have been laws 
against such behavior at least since Moses brought 
down the Ten Commandments. But we don’t say 
that those laws should be repealed because they are 
not perfectly eff ective.

COURTS ARE TO BE AVOIDED?

Just as many technologists see legislation as a prob-
lem, and not something useful in developing a solu-
tion, they see courts as something to be avoided. But 
the time-tested solution for peacefully resolving dif-
ferences in opinion is having a neutral person listen 
to both sides and make a decision. For legal issues, 
that generally means going to court, where the deci-
sion is made by a judge skilled in understanding the 
law and its past interpretations,14 after hearing the 
evidence and arguments of both sides.

Much as they might make it easier to decide things, 
bright-line rules are often undesirable. Th ey can 
provide a roadmap for those who want to get 
around a law and can make the law so infl exible 
that it hurts legitimate activities. As an example, 
the requirement for considering four factors to de-
termine whether there is “fair use” of a copyrighted 
work is far better than a mechanical test that says 
that the copying of less than a statutory percent-
age is fair and the copying of more is infringement. 
It allows the copying of an entire work if that is a 
necessary part of reverse engineering,15 while not 
permitting the copying of the heart of a work.16

As licenses and other contracts play a larger role in 
software development and distribution, there will 
be times when the parties will disagree whether, or 
how, something is covered by the contract, or even 
whether there is a contract. And the solution re-
mains the same: Ask a neutral party, like a judge, to 
resolve the disagreement after hearing both sides.

But to most technologists, resorting to a court rep-
resents something to be feared, and not a peaceful 
way of resolving diff erences. Some of that is concern 
about the unknown, in an area as foreign and con-
fusing to them as technology is to most people. Th ey 
see litigation as burdensome and expensive.
But unless there is a fundamental disagreement 
over the facts in a case, or one side wants to pro-
long the litigation for some tactical reason, there is 
no reason why litigation need be any more expen-
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sive than is necessary to fully articulate one’s posi-
tion in the disagreement. In many instances, the 
facts are not in dispute, and the court can decide 
the matter on summary judgment, applying the 
law to the facts. Th ere is no need for costly discov-
ery and depositions.17

Of course, this will require the parties to develop 
briefs that fully give their side’s position and then 
to discuss their points with the judge in a hearing. 
But it is diffi  cult to see how a reasoned decision can 
be made if the parties don’t provide the information 
that backs up their claims or refutes those of the 
other side, whether in a trial court or the court of 
public opinion.

BECOMING EFFECTIVE

If the tendency of technologists to concentrate 
on molehills and ignore the real mountains could 
simply be regarded as a quirk, it would have little 
harm. But what it really does is make those people 
ineff ective in infl uencing legislation and thereby 
developing solutions, particularly for the techni-
cally-oriented legislation where they can be partic-
ularly helpful because the policymakers don’t have 
expertise in the area.

So, what can technologists do so that they can eff ec-
tively infl uence future legislation?

 •   First, acknowledge the existing problems and 
condemn them in the strongest possible lan-
guage and through actions. At the time the 
DMCA was being drafted, Congress was well 
aware of the massive copyright infringement 
that was occurring. Opponents who ignored 
that behavior and concentrated on hypotheti-
cal problems lost credibility, especially when it 
seemed like they were being apologists for those 
promoting infringement.

 •   Second, understand what is being proposed and 
why. It is not enough just to look at the lan-
guage being proposed. One also needs to under-
stand how it fi ts within the context of existing 
law.18 For example, the DMCA prohibits two 
types of circumvention: circumvention to in-
fringe and circumvention to access. Th e former 
is required by the WIPO Copyright Treaty,19
while the latter isn’t and represents a substantial 
extension to traditional copyright. But few op-
ponents of the DMCA addressed them separate-

ly, thereby allowing the circumvention to access 
provisions to ride along to passage.

 •   Th ird, state real concerns. Policymakers are not 
trying to write perfect rules, because they know 
that is impossible. Instead, they are trying to 
achieve a reasonable balance between benefi ts 
and potential problems. Th ey give a high weight 
to things that can be clearly demonstrated, such 
as massive infringement, and little weight to 
things that seem highly improbable.

Finally, propose solutions to concerns in light of 
problems. As an example, a trade group concerned 
with being able to reverse engineer programs so that 
new programs could be written that interoperate 
with the protected program made a clear case for 
their particular problem. Th ey put forth language 
that both satisfi ed their concerns and did not gut 
the anticircumvention provisions, and they got 
what they wanted.20

When making proposals to policymakers, technolo-
gists have a special responsibility to convey that what is 
being suggested is not only good policy, but is techni-
cally feasible and sound. If you are proposing that digi-
tal rights management systems should never prevent 
a legitimate use, including “fair use,” you need to be 
able to say how that can be done while still preventing 
widespread copyright infringement.

CONCLUSION

Th e Cato and EFF papers illustrate how critics of-
ten make mountains out of molehills, while at the 
same time ignoring the real mountain of rampant 
copyright infringement. By concentrating on rare 
or hypothetical problems, rather than solutions 
or pressing ones, technologists will be ineff ective 
during the formulation of policies that directly af-
fect technology, the very time when their expertise 
would be valuable.
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